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1. Where do we start?

We had no
 Policy, plan or approach
 In-house IR skills
 Clear IR roles, responsibilities, nor

team
 Central reporting mechanism
Monitoring capability
 Visibility of type and volume of

incidents (threat landscape)

Starting fresh
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1. Where do we start?

Other challenges we face
 Budget
 Culture and awareness (e.g.

reporting an incident)
 Perception of additional

work and value add
 Lack co-ordinated approach

Hurdles
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2. Our approach
Key activities to mature our IR capability
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Phase 1

• Understand
current state

• Centralise
reporting

• Develop IR
policy and
processes

• Raise awareness
through phishing
campaigns

Phase 2

• Develop procedures
for common
incidents

• Define IR team
roles and
responsibilities

• Upskill colleagues
to triage effectively

Phase 3

• Appoint incident
responder for major
incidents

• Train in-house IR
team

• Continual scenario
development

• Test IR plan



3. Incident management process
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“A security incident is made
up of one or more unwanted
or unexpected security events
that could very likely
compromise the security of
information and weaken or
impair business operations.”
ISO 27001

1.Reporting1.Reporting

2.Assessment2.Assessment

3.Response3.Response4.Recovery4.Recovery

5.Review5.Review



3. Incident management process
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Severity ratings
• Critical
• High
• Medium
• Low
• Negligible



3. Incident response team
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Typical Impact Rating:
High-Critical

Committee Senior Decision
Maker

Incident
Coordinator

Lead Investigator D&T Lead
Third Party

Incident
Responder

Relevant SME
(E.g. Legal
Advisor)

PR and
Communications

Permanent
Team Member

Incident-specific
Team Member



4. Understanding your threats 80% of incidents
involve Phishing

X inbound emails (Dec)

Filter 1: Anti-spoofing
Filter 2: Reputation
Filter 3: Blacklist
Filter 4: Signature Scanning
Filter 5: Behaviour Analysis

Z reach inboxes

Y blocked



4. Raising awareness – Gone Phishing
Gone Phishing – “Connect” with the CEO
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80% of incidents
involve Phishing



4. Raising awareness – Gone Phishing
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4. Raising awareness – Gone Phishing
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Source: State of the Phish 2017, Wombat Security



4. Raising awareness – ABCs
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5. On hindsight
Things easily forgotten along the way
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Communicate the incident response
process and procedures.

Test the process regularly with
scenarios.

Keep stakeholders informed during
an incident.

Key IR elements:
• IR Checklist
• Centralised reporting and

information logging



5. Where are we now?
Achievements
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More resilient to
social engineering

attacks.

Colleagues are no
longer the

“weak link”.

More and more
incidents are being

reported.

This helps us focus
our resources and

attention.

Our information is
better protected as

we continuously
improve from each

incident.

We have clear
guidance to follow
when we do come

under attack.

This helps us sleep
at night.



Classification: Restricted

Housing Security and Privacy Forum
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Forum objectives

A friendly platform to:
• Share and exchange knowledge and good practice
• Discuss common challenges
• Keep abreast of developments in sector
• Collaborate & pool resources -> Value for Money
• Develop guidance and standards
• Raise maturity level in sector
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LinkedIn Forum
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Want to get in touch?

Adrian.Leung@chg.org.uk
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